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COVID-19 Scams Targeting Businesses
Scam #1: Government Check Scam
Target group: The scam is targeted at individuals with small businesses, youths, students, unemployed citizens, or anyone vulnerable for financial support. 
Scam: Fraudsters are circulating messages on social media that the government is offering financial help to boost businesses hit by COVID 19 and to students needing educational, financial aid. They will ask for up-front payments to get this money, to cater for charges of processing fees. They will ask for information very sensitive, like your Social Security Number, bank accounts, or credit card number. Then they will access your account and perform unauthorized transactions. 
How to avoid: Spread awareness to all the staff and that the government will never ask you to give your personal information like Social Security Number or bank accounts. The government will never ask you to pay up-front payments to get money. Always report such scammers to the Federal Trade Commission through their official website link. 
Scam #2: Public Health Scams
Target group: Anyone with a phone.
Scam: Scammers will send messages and pretend to be from the Centers for Disease Control and Prevention (CDC), World Health Organization (WHO), or other known public health offices. They ask for information like Social Security Number, account number, tax IDs, et al. Others will guide you to click on a link or download a document. They will then access and steal your confidential information or install malware on your network. 
How to avoid: It is necessary to remind the staff that they should not respond to messages, open links, or download documents from unknown senders or unsolicited emails.    
Scam #3: Business Email Scams
Target group: big and small company employees
Scam: Fraudsters are now spoofing the email address of bosses and sending them to employees. They send emails that appear to be from the company higher up, directing them to transfer funds, wire money, or send deliveries. The employee will perform transactions thinking that the boss ordered them to do so, yet it was a fraud. 
How to avoid: First, awareness must be spread among the staff about this scamming. In case of such an email, the employees should confirm with their bosses whenever they encounter a questionable directive. It is also necessary to have a central in-house contact for requests received verification.
Scam #4: Data Scams
Target group: Companies whose employees working remotely or at home
Scam: Hackers have been looking forward to companies dropping their online security to data with the current increased telecommunicating. They will hack through the company's systems and steal confidential data. 
How to avoid: remind your staff about the cyber security basics, including ensuring that the software they are using is up to date and that they use passwords on all their devices and apps. For those with installed WI-FI at their homes, the network should ne secure by turning on the encryption. All sensitive data should be well-secured, and if needed to be disposed of, it should be done securely, like shredding paperwork and not just throwing it away. They should see working from home as an office extension, so the office security protocols should also be practised at home. 
Scam #5: Supply Scams
Target group: big companies who order supplies online
Scam: Fraudsters are coming with websites that imitate the view of familiar online retailers and claim to have the goods needed by a company. When you place your order, they will ask for your credit card to reserve your order, and they will never appear. They will use the credit card for unauthorized purchases and cash withdrawals. How to avoid: To avoid becoming a victim, it is necessary to always type in the genuine URLs you know, checking out with trusted company colleagues before taking a chance with unfamiliar suppliers, and verifying background information. 
Scam #6: IT Scams
Target group: Company employees
Scam: The fraudsters will send a message or call claiming to be from the technology staff and ask for passwords or direct the downloading of software. The fraudsters take advantage of that members may be already distracted by the routine changes and staff swamping due to COVID-19 impacts. If the recipient gives in to the fraudster's directions, it might lead to sensitive data stealing, informing dark manipulation of human behaviour to facilitate fraud. 
How to avoid: Spreading awareness among the staff about this scamming is necessary. The employees should always confirm from the relevant personnel in case of a questionable directive. It is also essential to have a central in-house contact for received requests verification.
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